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Security Awareness
for PCI DSS

WHY DO YOU NEED THIS?

Because compliance to Requirement 12.6 of
the Payment Card Industry Data Security
Standard (PCI DSS) is mandatory!

SECURITY AWARENESS
For PCI DSS

This course is intended for anyone
working in the product or services
industry who interacts directly with
customers and accepts credit cards
for payment. It is also intended for
anyone who manages employees
who work directly with customers.

Lessons and Topics include:

Payment Card Industry Data
Security Standard (PCI DSS)
You learn the importance of
this standard and where you
fit into the overall scheme of
protecting credit card
information.

Credit Card Usage,
Anatomy & Fraud

We explain credit card usage
and look at the anatomy of a
credit card, then discuss what
to watch for to help avoid
fraud.

Security and Proprietary
Information

We review examples of critical
items we consider as
confidential, proprietary or
trade secret information.

Handling a Security Incident
We review recommendations
for what to do in case you
have a Security Incident.

For more information on any of
our products or services please
call or visit us on the Web.

Spohn & Associates, Inc.

8940 Research Blvd.

Suite 300

Austin, TX 78758

Phone:  (512) 685-1804

Toll Free: (800) 687-0464

FAX: (512) 685-1800
http://www.spohncentral.com
http://www.spohnconsulting.com
http://www.spohntraining.com
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Course Home

Complete lessons in
the order presented:

Course Home

Scourity Awareness
for Payment Card Industry Data Security
Standard (PCI DSS)

Click on an item to jump to it.
FE! Course modules
- ® L1 - PCI-DSS
® L2 - Credit Card Fraud

» L3 - Info Security
» L4 - Secunty Incident
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Glossary
FAQs

Focus of This Course

= External Resources

Security awareness training is a critical part of
standard operating policy and procedures for
businesses, governments and schools who
accept credit cards.

The Payment Card Industry (PCI) Data
Security Standard (DSS) contains 12
requirements in 6 categories designed to
protect cardholder data.

The 6 major categories of this standard are:

Building and Maintaining a Secure
Network.

Protecting Cardholder Data.

Maintaining a Vulnerability Management
Program.

Implementing Strong Access Control
Measures.

Regularly Monitoring and Testing
Networks.

Maintaining an Information Security Policy
which addresses information security.

SECURITY AWARENESS TRAINING COURSE BENEFITS

This e-learning course, which takes less than 45
minutes to complete, enables you to comply with
the PCI DSS Requirement 12.6. This requires you
to maintain a policy that addresses information
security by providing security awareness training.

This e-learning course takes you through your
responsibilities for information security in the
product or services industry and in the process
gives you detailed background information that
helps protect you and your customers from
unauthorized access.
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Lesson Four

Select a togic.

| security Incidents

When you Suspect a Security Incident i Edp

Anytime you suspect 3 secunty incident there are several steps you should take.

The typical processes for handiing and responding to a secunty incident are:

First, descover what it is and report
. everything you can about the incident
Dicovere and FEPORL oy vty whon aspenas,
namas, leations, tmes and anything
./ @lse that may heip investigate the
/f/raé}zs and a.fwnﬁf;;mmnt
Next, Analyze the incident to
i daterming and classify its severity
&#tdﬂf sasch a5, high, medium or low
depending upon the estmated
y aperational o financial affects.
/ /ﬁ?&g‘fj& ard escalnte
Then, contain the incident to prevant
spreading, prevent sdditional similar
A&'ﬁf M’c{ Feodrd  incidents and protect whatever assets
7 may have been affected.
Les ed Motify the appropriate managemént
J cons &‘2""' level and escalate to additional

resources if necessary.

Analyze the total costs caused by the incident and record the detads in case there
are lagal actions required as a result

Finally, ensure you coordenate 3 post-incident lessens laamed session with all
appropriabe individuals, This is an excellent time to add more details to your security
awareness campaign to keep everyone abreast of probiems encountered.
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Expertise for Navigating Business Challenges



